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INTRODUCTION

This document describes necessary steps and guidelines to optimally configure the Cisco Unified
Communications Manager and Ascom’s IP-DECT platforms.

The guide should be used in conjunction with both Cisco and Ascom’s configuration guide(s).

About Ascom

Ascom Wireless Solutions (www.ascom.com/ws) is a leading provider of on-site wireless
communications for key segments such as hospitals, manufacturing industries, retail and hotels. More
than 75,000 systems are installed at major companies all over the world. The company offers a broad
range of voice and professional messaging solutions, creating value for customers by supporting and
optimizing their Mission-Critical processes. The solutions are based on VoWiFi, IP-DECT, DECT,
Nurse Call and paging technologies, smartly integrated into existing enterprise systems. The company
has subsidiaries in 19 countries and 1,600 employees worldwide. Founded in the 1950s and based in
Goteborg, Sweden, Ascom Wireless Solutions is part of the Ascom Group, listed on the Swiss Stock
Exchange.

About Cisco

Cisco (NASDAQ: CSCO) is the worldwide leader in IT that helps companies seize the opportunities of
tomorrow by proving that amazing things can happen when you connect the previously unconnected.
For ongoing news, please go to http://thenetwork.cisco.com.
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SITE INFORMATION

Test Site:
TekVizion Labs
Plano, TX

us
Participant(s):

Johan Andrén (Ascom HQ, SE)
Suresh Kadiyala (TekVizion)

Test Topology
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! Software Versions

: CUCM v11.0.1.10000-10

|

I Ascom IPBSZ vE.D .9

ta Ascom dE2 w4.3.17 ]

\ Ascom dBl wi.3.17 g
Product Type Comment Number
CUCM WM on UCS Publisher and 2 Subscriber nodes 3
Cisco 3845 (PSTN GW) PSTN gateway 1
Cisco SIP Phones 9971,9951,7975, Endpoint 1 (each)
Cisco SCCP Phones 7960, 7961, 7961 Endpoint 1 (each)
Ascom IP-DECT base station IPBS2* Version 8.0.9 2
Ascom d81 handset ds1 Version 4.3.17 2
Ascom d62 handset de2 Version 4.3.17 1

*) IPBS2 is fully compatible with IPBS1 and IPBL.
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SUMMARY AND TEST RESULTS

ascom

Cisco Unified Communications Manager (CUCM), version 11.0 test result. Queries about Cisco UCM

licensing should be directed to Cisco.

Please also see “Appendix A: Test Configurations” for further details.

IP-DECT

High Level Functionality Result
Basic Call OK
DTMF OK
Hold, Retrieve, Enquiry and Brokering OK
Attended Transfer OK
Unattended Transfer OK
Call Forward Unconditional OK*/**
Call Forward No Reply OK*/**
Call Forward Busy OoK*/**
Call Waiting OK*
Message Waiting Indication OK*
Do Not Disturb OoK*/**
Calling Line/Name Identification OK
Connected Line/Name Identification OK
Call Back Busy Subscriber OK[xx*
Call Back No Reply OK*/****
Registration as “Ascom IP-DECT device” OK***
Music On Hold OoK***
Ad Hoc Conference OoK***
Initialize Meet Me Conference OK***
Call Park OK*/***
Call Pickup OK*/***
Shared Line OK
Native Call Queuing OK
SIP-TLS and SRTP OK***

*) Supplementary Services enabled in IP-DECT
**) Call Forward and DND configured locally in IP-DECT through supplementary services.

***) Requires additional license in IP-DECT system “License for Additional Cisco functionality”

****) See limitations under “known issues and limitations”

Interoperability Report - Ascom IP-DECT version 8.0.9
2016-05-25



ascom

General Conclusions

This test was performed as a CDN IVT (Interoperability Verification Test) at TekVizions lab. Tekvizions
test plan was used.

Ascom interoperability verification produced in general very good results towards Cisco Unified
Communications Manager (CUCM), version 11.0

IP-DECT handsets were configured to register at the CUCM with their endpoint numbers and to
provide DTMF signalling through RTP (RFC2833). The codec of choice for these tests was G.711u,
with a packet interval of 20ms, while the “Hold Type” was left at its default setting, namely “inactive”.
Parameter settings are elaborated upon in the “Appendix” section for respective platform later on.

Basic Call, brokering/enquiry, (un)attended transfers, Call Diversion (CDIV) and Message Waiting
Indication (MWI) passed. It should be emphasised that Call Waiting (CW), Do-not-Disturb (DND),
CDIV and MWI were tested locally with Supplementary Services enabled on the IP-DECT base station
(IPBS).

Compatibility

Through the certification of Cisco Unified Communications Manager, Cisco and Ascom also grant
compatibility with Cisco Business Edition 6000/7000. Features and configurations are identical.

Interoperability Report - Ascom IP-DECT version 8.0.9 6
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Known issues and limitations

e CORP file version 10.5v1 is incompatible with CUCM version 11.0. Make sure that COP file
version 11.0v1 is used together with CUCM v11.0

o Call Back to users with unknown or restricted presence status will not work. E.g. external
users behind an ISDN gateway will not work. Call Back over Inter Cluster Trunks (ICT) is
possible.

e Support for registration without digest authentication (instance-id) was removed by Cisco
from version 7 and above when it comes to third-party SIP devices.

(Registration without digest authentication is however possible if the Ascom system is
registered as an “Ascom IP-DECT Device” in the CUCM. This option requires an
identification file for the CUCM and the additional license “License for Additional Cisco
functionality” installed in the IP-DECT system)

Please contact support@ascom.com or interop@ascom.com for additional information.
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APPENDIX A: TEST CONFIGURATIONS

There are now two ways of adding devices into the Cisco Unified Communications Manager.
1. Device added as “Third-party SIP Device”.

- This method requires both a “Device” and an “End User” to be created in the CUCM.

- Digest user has to be enabled. (Support for registration without digest authentication
was removed by Cisco from version 7 and above when it comes to third-party SIP
devices)

2. Device added as “Ascom IP-DECT Device”

- Requires only that a “Device” is created in the CUCM.

- An identification file (.cop)* to be uploaded to all servers in the CUCM cluster to enable
the functionality of “Ascom IP-DECT device”

- Requires a license** key to be entered in the base station

*) The identification (.cop) file is provided by Ascom.
**) License is provided through the license web.

Part numbers:

IPBS1-L01 (License for Additional Cisco functionality for IPBS1)
IPBS2-L01 (License for Additional Cisco functionality for IPBS2)
IPBL1-L01 (License for Additional Cisco functionality for IPBL1)

CUCM endpoint licensing require one "Enhanced UCL” for every IP-DECT device.

Please refer to Cisco’s documentation for further details about CUCM configuration and
licensing.
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Cisco Unified Communications Manager (CUCM), version 11
configuration

e Settings per “Configuration Notes for Cisco Call Manager in Ascom IP-DECT System” (TD
92424GB)

Handsets require fictitious MAC addresses, see abovementioned guide
Caller Line Identities (CLI) require additional configuration

e CUCM license for “Third-party SIP device” implies some limitations, e.g. no Music-on-Hold
(MoH) and lack of telephony features configurable from the handset etc.

aliali,  Cisco Unified CM Administration

CISEO gy Cisew Unified Communications Salutions N
Sysiam v CalROUDNG w  Medls REsONCSE w  Advanced Fasfurss w  Dewice w  Appiicalion »  UserMansgement »  Haip w
Q Sav xuelue [ comy %mm & Appiyconly D8 AddNew

@ Status: Aeady

A iarki — Phane Type

[T Medify Butten Ttems Product Types  Ascom IP-DECT Device

Device Protocol: SIP
i it Line [17 - 7101 {no partifion)

-~ Unzssigned Assacisted Ttems —ommee | — Real-time Devies Status
2 ine [21 - Add & new DN Registration: Regist=red with Cisco Unifisd Communications Manager cuom3-cucmsubil
IPvd Address; 1071320

Active Load ID:  Non=
Download Status: Nonz

— Device Info
E Dizvics is Active

1\ Devics is not trust=a
MAC ffdrass*

[EseEes=Er10t |
Diescrigtion [sEpEEEEEEEET101 ]
Dievic= Pool* [Deteutt | View Details
Camman Device Configuration [<tizmn = ] View Detsils
Phone Button Templot=" [Stangard tzcam 1p-DECT Davics-mzditiea v
Commen Phane Profil=* [ Stamtard Common Phane Frofile | wimw Datails
Calling Smarch Space [< tieme = V|
ABR Calling Smarch Spac= [=tanm = ~|
Madia Rezcurce Group List [<Man= > ~|
User Halg MOH Audio Saurce [Fhieme> <
Network Holg MOH Audiz Source [ctem== v|
Lacation* [Fubtizne v
AR Group [ vizmn = ~|
Device Mability Mod=" [Daraur | Wimw Currant Devies Mobility Settings

Cwner ) User ®) Anonymous [Public/Shar=d Space)

Owner User ID =
Use Trusted Felay Point® [ D=taui v]
Always Use Prime Line* [petauit V]
Always Use Prims Line for Voic= Messsg=* [Darault |
Geolocsation [ men= = ]

[tanarz Presentation Indicatars (intzrnal calls anky)
[#] &llow Contral of Devies from CT1
Logg=d Ints Hunt Groug

[ r=mst= Device

1. Device->Phone: Adding a device (phone). Part 1.

Note that IP-DECT endpoints require fictitious MAC addresses. For example, if the Directory
Number is "7100", the MAC address should be set to "EEEEEEEE7100".
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wlnli  Cisco Unified CM Administration
cisco For Cisco Unified Communications Solutions

Sysiem » Call Roubing »  Medla Resownc2e »  Advanced Fealures »  Desice » Applicallon «  User Managemsnt »  Halp

Lgsame xnelue [Dcnpy %lheset & Appiy Conng l:ﬂ:muuu
|

= Protocol Specific Information

Packet Capturs Mode* [Hame v

Facket Capture Duration B |

BLF Presence Group® [standara praserce group V]

MTF Preferred Originsting Code=® (21 1o (v

Devios Security Profile® |n=c:m IP-DECT Davies - Standard SIP Mon-Seeurs § V|

Rerouting Calling Search Space [ None = ~|
SUSSCRIEE Calfing Search Spacs | < Non= > v|

SIP Profile* [Stangard =P Prafis | Wiz Details
Dige=t User [« nene = v

[ Madia Tarmination Foint Raguires
[ Unattended Part
[¥] Raguirs DTMF R=c=ption

2. Device->Phone: Adding a device (phone). Part 2

Note. In the above mentioned example “Digest User” is set to <None>. If the handsets are

added as “Third party SIP devices” instead of “Ascom IP-DECT Device”, the Digest User has to
be pointed to an End User.

Note. “Require DTMF Reception” is required to utilize KPML.

If this option is enabled in the CUCM, the DTMF digits are sent with the SIP signalling using the
Keypad Markup Language (KPML) method. With this method single DTMF digits can also be
sent during call setup to add digits to the called number (overlap sending). Enbloc dialing can
then be unchecked. KPML is optional.
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cisco For Cisco Unified Communications Solutions

System w Call Routing w Media Resources w Advanced Features w Device w Application w

End User Configuration
Q Save x Delete E& Add New

— User Information

user 0¥ j1703

Password

Confirm Password

PIN

Confirm PIN

Last name * IPDECT

Middle name
First name

Telephone Number

Mail I
Manager User ID
Department

User Locale English, United States x

Associated PC
Digest Credentials

Confirm Digest Credentials

3. User Management -> End User: Adding an user ID

ascom

Note that adding a user is only necessary if the handsets are added as “Third-party SIP

devices” or if digest authentication is used.
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alial,  Cisco Unified CM Administration

cisco For Cisco Unified Communications Solutions

System w Call Routing w Media Resources w Advanced Fealures w Device w Application W

Phone Security Profile Configuration
Copy %Iﬂﬁset £ Apply Config EB: Add New

— Status

@ Status: Ready

— Phone Security Profile Information

Product Type: Ascom IP-DECT Device
Device Protocol: sSIP
MName *

Ascom IP-DECT Device - Standard SIP Non-Secure Profile

Description Ascom IP-DECT Device - Standard SIP Non-Secure Profile

Monce Validity Time* 800

Device Security Mode Non Secure

Transport Type ¥ TCP+UDP
[l Enable Digest Authentication

Exclude Digest Credentials in Configuration File

— Parameters used in Phone

SIP Phone Pur‘t* 5060

4. System->Security->Security Profiles.

"Ascom IP-DECT Device” default security profile.

Product Type: Ascom IP-DECT Device
Device Protocol: SIP
Name *

secure-profile.ascom-ws.com

Description Ascom IP-DECT Device - 5td SIP Secure Profile SIP over TLS

Nance VWalidity Time* 600
Device Security Mode  Encrypted
Transport Type X TLS
5. System->Security->Security Profiles.

Security profile to utilize SIP over TLS.
- Device Security Mode: Encrypted
- Transport Type: TLS

Interoperability Report - Ascom IP-DECT version 8.0.9 12
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alali,  Cisco Unified CM Administration TRV Cisco Lnifi=d CM Administration

CIS€0 gy Ciseo Unified Communications Solutions

cisen Sesrch Documentstion About Logout

System w  CallRoubng v  Medls Resouoss w  Advanced Fesires w  Device »  Applcalion w  UserMansgement v Help w

Find

List Phones [ AT BT Actively Logged In Device Report W Go

op AdgNes T seecan T clearan ¥msemm ﬁnesetsuemen & hoply Conng to Seiected

Status
’7 2 rmcords found

Query
( Searching on a dirzctory number may show the same devics name multiple times depending on the number of lines configured per device.

Phone (1-20f3)

Find Phone whers | Dirsctory Number ~ [ b=gics with_~[710 |[Fina][ Cimar Fiti=r || 4 || =
Select item or enter search text ¥
O i ne) 4 i Dmvic=Pool  Bdimesion  Pafion  Devies Protossl Status IPvd Address  Copy  Super Copy
O [ fscom P0ECT Dmiee SEPEEEEESEEIOON SEPESEEESEE?100  Defautt 7100 s = with cuzm3- 51 w7130 G o
O [ fecom P0ECT Dmiee SERSEREESEETIONL SEPESEEEEEEFI0L  Dafault 101 Bl Registered with cucm3-cucmenbl 071320 B 0¥
230 New || Select Al || Clearall || Delet=Select=a || Resst Selctea Apply Config to Select=d

6. Device Overview. (Device->Phone)
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Additional Configuration - (VolP security)

The following two parameters - Denial-of-Service Protection Flag and SIP Station UDP Port
Throttle Threshold - can be used in CallManager to configure VolP security.

The concerns for VolIP security (primarily Denial-of-Service attacks) needs to be addressed when the
number of users, calls and master registrations increases.

When used with CallManager the IP-DECT Master acts as a VolP component and therefore is network
addressed. From a network point of view all users (handsets) belonging to a specific IP-DECT Master

share the same common IP address. Without proper handling, this could during periods of high
system loads be detected as UDP Flooding or network attacks which could slow down the system.

Denial-of-Service Protection Flag

This parameter enables protection used to thwart certain Denial-of-Service attacks. Default value:
True. This is an optional but recommended parameter.

1. Select System > Enterprise Parameters.

2. Scroll down to the Denial-of-Service Protection section

3. Select "True" in the Denial-of-Service Protection Flag drop-down list

4. Click "Save".

SIP Station UDP Port Throttle Threshold

If the Denial-of-Service Protection Flag is enabled, the SIP Station UDP Port Throttle Threshold
parameter defines the maximum incoming packets per second that Cisco CallManager can receive
from a single (unique) IP address that is directed at the SIP station UDP port.

When the threshold is exceeded, Cisco CallManager throttles (drops) the packets that exceed the
threshold.

Range: 10-500. Default value: 50.

1. Select System > Service Parameters.
2. Scroll down to the Clusterwide Parameters (Device - SIP) section.
3. Modify the SIP Station UDP Port Throttle Threshold value if needed.
4. Click "Save".
Interoperability Report - Ascom IP-DECT version 8.0.9 14
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Call Back

The Call Back feature allows users to receive call-back notification on their DECT handset when a
called party line becomes available.

Both the CUCM and the IP-DECT device(s) have to be configured to support Call Back.

This feature is based on Presence, so the configuration in the CUCM is about Presence. The

Cisco Call Back functionality is not used.

Configure CUCM for Call Back

To configure CUCM for Call Back, do as follows:

1. Make sure the phones that should be able to invoke call back with each other are part of the

same Presence Group, or that Presence Subscriptions are allowed between the groups in
question. Configuration of Presence Groups are made in System -> Presence Group and for

the Phone Device specify "Presence Group". (Screen shot 2)

2. Ifusing Calling Search Spaces (CSS), for the Phone Device specify "SUBSCRIBE
CallingSearch Space".

3. If multiple CUCM clusters exist, there must be a SIP Inter Cluster Trunk (ICT) that accepts SIP
Presence Subscriptions. The trunk must also be part of a Presence Group that allow

Presence Subscriptions from the originating group. If using CSS, specify the "SUBSCRIBE
Calling Search Space".

Configure IP-DECT for Call Back
To configure IP-DECT for Call Back, do as follows:
1. Select DECT > Master. Enable or disable the following options:
- Enable "KPML support".
- Disable "Enbloc Dialing".
- Disable "Allow DTMF Through RTP".
- Disable "Send Inband DTMF".
2. Select DECT > Suppl. Serv. Enable "Call Completion”.
The suffix digit used to initiate Call Completion can be configured. This must be a single digit.
Default value: 5

The feature code to cancel an initiated Call Completion can be configured.

Default value: #37#

Interoperability Report - Ascom IP-DECT version 8.0.9 15
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Initiate Call Back

1. When called party is busy or not answering and progress tones are heard, press suffix digit '5'
to initiate Call Back.

2. When Call Back is possible the original caller will get a recall. When answering the Call Back
will start.

3. To cancel the Call Back dial #37# from idle.

Interoperability Report - Ascom IP-DECT version 8.0.9 16
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International number plan E.164

Configure Cisco CUCM for international number plan

aluly  Cisco Unified CM Administration
€I1S€9  ror Cisco Unified Communications Solutions

System = Call Routing + Media Resources »  Advanced Festures »  Device « ication = User w Buk inis ion + Help +

Phone Configuration

BSM xﬂéeteu:jcuw %Imeset & Aoy Config H‘I;Addwew

Status
@ Status: Ready
 Association Information———— ~Phone Type
Product Type:  Ascom IP-DECT Device
Device Protocol: SIP
1 *™2 e [1] - 419192342451 {no partition]
-------- — Unassigned Assoristed Ttems -—--——--- | [ DeVice Inf
2 93 Line (21 - Add = new DN Registration Registered with Cisco Unified Communications Manager CUCM
IP Address 172.20.96.45
Active Load 1D Unknown
Download Status Unknown
4 Device is Active
£\ Device is nok trusted
MAC Address* [A15192342451 |
Description [serA1a192240451 |
Device Pool* [Default v | Wiew Details
Common Device Configuration [< Nane > v | View Details
Phone Button Template* [ Standard Ascom IP-DECT Device w|
Common Phone Profile® |Staﬂdard Commeon Phone Profile w |
callina Search Snare [& Mana = wl

Devices -> Phone

The conversion of the ‘+’ sign in the E.164 directory number to an ‘A’ in the mac-address field is an
addition to the normal procedure when adding a phone device of type “Ascom IP-DECT Device”. If the
number of digits (including ‘+’) is shorter than a mac-address you add a prefix of ‘E’ characters. If it is
longer you instead leave out the most significant digits (including ‘+"). E.g.

DN Mac-address (12 hex-digits)
+123456 EEEEEA123456
+12345678901234 345678901234
Interoperability Report - Ascom IP-DECT version 8.0.9 17
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ahlin  Cisco Unified CM Administration
cI5C0 For Cisco Unified Communications Solutions

Systemn + Call Routing =  Medis Resources «  Advanced Festures = Device = Application = User Management =

Directory Number Configuration

Qs@we xneue %Hﬂa&t & Apply Config |:}}:Adduw

r Directory Number Information

Directary Number® [\+13152242451

|
Route Partition [< Nane > v
Diescription | |
Alerting Name [+13132342451 |
ASCIL Alerting Name | +15152342451 |
Associated Davices  [SEPA13132342451

Edit Device
Edit Line Appearance

Device -> Phone -> Directory Number

The “+” sign in the Ddirectory number must follow a backslash.
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Configure Ascom IP-DECT for international number plan

In the IP-DECT GUI select DECT > Master. Uncheck the “Register with number” setting. This
implies that the name field in the User configuration will be used instead of the number field.

F l
@ Edit User - Windows Internet Explorer E@g

|a https://172.20.96.45/GW-DECT/mod_cmd_log €3 Certificate error §|

User type

® User

User Administrator

Long Name [Ascom IP-DECT 1 |
Display Name |Ascom IP-DECT 1 |
Mame [+19192342451 |
Number [2451 |
Auth. Name | |is1P onty)
Password | |
Confirm Password | |
IPEI / IPDI 036470572978
Idle Display [2451 |
Auth. Cods 7292 |

Feature Status

| OK | | Apply | | Delate | | Unsubsl | Cant:ell

S 4

Make sure the input in the Name field matched the Directory Number in the CUCM

Interoperability Report - Ascom IP-DECT version 8.0.9 19
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Cisco Licensed Functions

Following functions require the installation of a Cisco license in the IP-DECT device and a
COP-file in the CUCM, see further down below.

SIP Secure (SIPS) and Secure RTP (SRTP)
Music on Hold

Ad Hoc Conference

Meet-Me Conference

Call Pickup

Call Park

Abbreviated Dialing

Call Forward All

Hunt group login/logout

Shared line - remote resume

To enable Cisco licensed functionality in IP-DECT, do as follows:

1. Inthe IP-DECT GUI menu select VolP > SIP. Depending on what kind of protocol that is used,
select the SIP or SIPS check box for the following two options:
- Add instance id to the user registration with the IP-PBX
- Use local contact port as source port for TCP/TLS connections (if using SIPS)
Click "OK".

2. Select Configuration > General > License.
In the License Key field, enter a Cisco license code. Click "OK".
Note: If there are several IP-DECT devices to be configured, a Device Manager can be
used instead. See the User Manual for Device Manager in IMS3, TD 92956EN, or the
User Manual for the Device Manager in Unite Connectivity Manager, TD 92855EN.

3. Inthe "Cisco Unified OS Administration" GUI: Select Software Upgrades > Install/ Upgrade.
Install COP-file for device type “Ascom IP-DECT Device” (supplied by Ascom). Install on the
Publisher first, then on all Subscribers and then restart all nodes.

4. Select Device > Phone. Add new phone devices of type “Ascom IP-DECT device” and set the
MAC address to the corresponding phone number prefixed with ‘E’s. E.g. “EEEEEEEE1001”. If
Digest Authentication is not used, then there is no need to create a Digest User.

5. Select Require DTMF Reception (to enable out of band DTMF and overlap dialing).

Interoperability Report - Ascom IP-DECT version 8.0.9 20
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SIP Secure (SIPS) and Secure RTP (SRTP)

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the Cisco CallManager. See Cisco licensed functions

This section describes briefly how to setup CUCM and IP-DECT to enable SIP Secure (SIPS) and
Secure RTP (SRTP). More detailed information can be found in the "Cisco Unified CM Security Guide"
online document. These are steps needed in addition to how you setup Ascom IP- DECT as a “Third
party SIP device”.

How to setup the Ascom IP-DECT system to enable SIP Secure (SIPS) and Secure RTP (SRTP) is
described in the document Installation and Operation Manual, IP-DECT Base Station & IP- DECT
Gateway, TD 92579EN.

SIP Secure (SIPS) is used to encrypt the signalling communication between the CUCM and the
Ascom Base Stations. SIPS uses the TLS protocol for encryption.

Secure RTP (SRTP) is used to encrypt media streams. The encryption is activated if the SRTP is also
enabled with AES128/32 (the only SRTP option supported by CUCM) in the Ascom IP-DECT system.
To be able to use SRTP with Ascom IP-DECT system, SIPS must also be used.

Enable SIPS and SRTP in the CUCM

To enable SIPS and SRTP in the CUCM, do as follows:

1. Set “Cluster Security Mode” to “Mixed” (both secure and unsecure devices supported). How to
do this is explained in the "Cisco Unified CM Security Guide" online document. You will need
available USB Security Tokens.

2. Inthe "Cisco Unified CM Administration" GUI: Select System > Security Profile > Phone
Security Profile. Click on "Add New". In the list of devices, select "Ascom IP-DECT Device".
Click "Next".

3. In the Name field: Enter a name in FQDN format (Fully Qualified Domain Name), e.g. secure-
profile.ascom-ws.com. This name must match the SubjectAltName (SAN) of the X.509
Certificate of the IP-DECT Master.

4. Select "Encrypted" in the Device Security Mode drop-down list.

5. Select "TLS" in the Transport Type drop-down list.

6. For each device, select the Device Security Profile created above in step 3.

7. Inthe "Cisco Unified OS Administration" GUI: Select Security > Certificate Management. Click

"Upload Certificate". Import the X.509 Certificate of the IP-DECT Master to the certificate trust
list by selecting "CallManager-trust” in the Certificate Name drop-down list.
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Enable SIPS and SRTP in IP-DECT
To enable SIPS and SRTP in IP-DECT, do as follows:
1. Select General > Certificates.
2. Create a new device certificate (as described in the document Installation and Operation
Manual, IP-DECT Base Station & IP-DECT Gateway, TD 92579EN) and specify a DNS name

in FQDN format. This name must be identical to the name of the Security Profile in the CUCM.
See also step 3 in Enable SIPS and SRTP in the CUCM

3. Import the CUCM server certificate to the Trust List either by file import or by trust action in the
Web GUI for the IP-DECT device.

4. Select DECT > Master.

5. Check that the content in the Proxy field or the Domain field match the Subject of the
CUCM server certificate.

Music on Hold

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions”.

Music on Hold allows users to place calls on hold with music that a streaming source provides. The
system invokes Music on Hold when a user selects to put the call on hold.

For more information about Music on Hold, see the "Cisco Unified Communications Manager
Features and Services Guide" online document.

Music on hold is now supported both as Unicast and Multicast. (Prior version 8.0.x only Unicast
support)

Ad Hoc Conference

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions”.

The Ad Hoc Conference feature allow users to add multiple participants to a call.

For more information about Ad Hoc Conference, see the "Cisco Unified Communications
Manager Features and Services Guide" online document.

Initiate Ad Hoc Conference
1. User A and user B are in a call. User A wishes to add user C to the call.
2. User A places user B on hold by pressing R and calls user C.
3. User C answers.
4. User A adds user C to the call with user B by pressing R3. The call is now a conference call.

5. To add additional users, repeat step 2-4
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Meet-Me Conference

Allows a user to initiate a Meet-Me (dial-in) Conference

Configure CUCM for Meet-Me Conference

1. Configure Meet-Me Conference Numbers in Call Routing->Meet-Me Number/Pattern.

Configure IP-DECT for Meet-Me Conference

1. Select DECT > Suppl. Serv. Enable "Call Service URI". For information about Call Service
URI, see “Call Service URI”.

Initiate Meet-Me Conference

2. Dial the feature code including the Meet-Me Number to initiate and be connected to the
conference. For information about feature code, see “Call Service URI” on page 12.

3. Other users may participate by calling the Meet-Me Number and automatically be connected to
the conference.
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Call Pickup

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions”.

The Call Pickup feature allows users to pick up incoming calls within their own group. Cisco Unified
Communications Manager automatically dials the appropriate call pickup group number when the user
activates this feature from a DECT handset.

For more information about Call Pickup, see the "Cisco Unified Communications Manager
Features and Services Guide" online document.

Configure CUCM for Call Pickup
1. Configure Call Pickup Groups in Call Routing->Call Pickup Group. To get a notification when a
call can be picked up, specify visual alert. IP-DECT does not support audible alert only. The
notification is only supported on the latest handset models.
2. For the Directory Number (DN), specify the "Call Pickup Group" to be part of.
3. Configure for auto-mode. Auto-mode is a service parameter for Call Pickup features.
Select System > Service Parameters > Cisco CallManager Service. Set the parameter
"Auto Call Pickup Enabled" to "True" or False".
Configure IP-DECT for Call Pickup

1. Select DECT > Suppl. Serv. Enable "Call Service URI". For information about Call Service
URI, see “Call Service URI”.

Initiate Call Pickup

1. When there is a call possible to pickup, a notification is received by the phone.
2. Dial the feature code. For information about feature code, see “Call Service URI”.

3. Depending on the setting on the auto-mode (This step applies to all types of Call
Pickup), following happens:
a. The feature call is cleared and the call to pickup is redirected to the phone as an
incoming call.
b. The call to pickup is connected immediately.
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Call Pickup Other Group

Allows a user belonging to a Call Pickup Group to pickup calls for members of associated group.

Configure CUCM for Call Pickup Other Group
1. See step 1 and 2 in “Configure CUCM for Call Pickup”.
2. Configure associations between groups in Call Routing->Call Pickup Group.

3. See step 3 in “Configure CUCM for Call Pickup”.

Configure IP-DECT for Call Pickup Other Group

See “Configure IP-DECT for Call Pickup”

Initiate Call Pickup Other Group

1. See “Initiate Call Pickup”. Note: No notification is given.

Group Call Pickup

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions”.

Allows a user belonging to a Call Pickup Group to pickup calls to members of any group by specifying
the Group Number.

For more information about Call Pickup, see the "Cisco Unified Communications Manager
Features and Services Guide" online document.

Configure CUCM for Group Call Pickup

1. See “Configure CUCM for Call Pickup”.

Configure IP-DECT for Group Call Pickup

1. See “Configure IP-DECT for Call Pickup” on page 9.

Initiate Group Call Pickup

1. Dial the feature code including the Group Number of the Pickup Group.[]
For information about feature code, see “Call Service URI”.

2. See step 3 in “Initiate Call Pickup”.
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Directed Call Pickup

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions®.

Allows a user belonging to a Call Pickup Group to pickup calls to a specific member of the own or an
associated group by specifying the Directory Number. This feature uses the same feature code as
Group Pickup.

For more information about Call Pickup, see the "Cisco Unified Communications Manager
Features and Services Guide" online document.

Configure CUCM for Directed Call Pickup

1. See “Configure CUCM for Call Pickup”.

Configure IP-DECT for Directed Call Pickup

1. See “Configure IP-DECT for Call Pickup®.

Initiate Directed Call Pickup

1. Same as Group Pickup, except specify the Directory Number instead of the Group
Number
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Call Park

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions”.

The Call Park feature allow users to place a call on hold, so it can be retrieved from another phone.
The parking lot number is selected by CUCM.

Directed Call Park is possible with a third-party SIP device. Directed Call Park allows a user to transfer
a call to an available user-selected directed call park number configured in the CUCM.

For more information about Call Park, see the "Cisco Unified Communications Manager
Features and Services Guide" online document.

Configure CUCM for Call Park

1. Specify Call Park Numbers/Ranges where call can be parked in Call Routing->Call Park.

Configure IP-DECT for Call Park

1. Select DECT > Suppl. Serv. Enable "Call Park". For information about Call Park, see “Call
Park”.

Initiate Call Park

1. While in an ongoing call with party to be parked Press R+<local feature code>. The parking lot
number is shown on the display. For information about feature code, see “Call Service URI".

2. Hangup and retrieve the call on another phone by dialing the parking lot number.
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Abbreviated Dialing

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and that a
COP-file has been installed in the CUCM. See “Cisco Licensed Functions “.

The Abbreviated Dialing feature allow users to make a call by enter an available abbreviated number
configured in the CUCM for a call number.

For more information about Abbreviated Dialing, see the "Cisco Unified Communications
Manager Features and Services Guide" online document.

Configure CUCM for Abbreviated Dialing

1. For the Phone Device select Related Links: "Add/Update Speed Dials" to open and manage
the list with abbreviated numbers.

Configure IP-DECT for Abbreviated Dialing

1. See “Configure IP-DECT for Call Pickup”.

Initiate Abbreviated Dialing

1. Dial the feature code including the abbreviated number. For information about feature code,
see "Call Service URI”.
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Call Forward All

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and
that a COP-file has been installed in the CUCM. See “Cisco Licensed Functions.

The Call Forward All feature can be initiated from the CUCM or a handset and allow users to
forward numbers to voice mail (can only be initiated from the CUCM) or another number.

For more information about Call Forward All, see the "Cisco Unified Communications
Manager Features and Services Guide" online document.

Initiate Call Forward All from the CUCM
1. Select Call Routing > Directory Number.
2. Select the number that is to be forwarded.
3. Under section "Call Forward and Call Pickup Settings", go to "Forward All" and select

the "Voice Mail" check box or enter the destination number in the "Destination" text
box.

Initiate Call Forward All from a Handset

1. Enter in the handset *75<number># where "number" is the destination number.

Clear Call Forward All in CUCM

1. Toclear Call Forward All in the CUCM: Depending on what has been chosen,
deselect the
"Voice Mail" check box or delete the destination number in the "Destination" text box.

Clear Call Forward All from a Handset

1. To clear Call Forward All from a handset can be done in two ways:
A. Enter in the handset *55.
B. Enter in the handset *75#.
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Hunt group login/logout

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and
that a COP-file has been installed in the CUCM. See “Cisco Licensed Functions®.

Login/Logout from the handset of a CUCM hunt group. It is indicated in the idle display
when logging out of a hunt group.

Note. A forceful login/logout performed through the Cisco UCM administrative interface will
not be reflected on the handset until the handset has logged in/out.
Configure CUCM for Hunt group login/logout

1. Hunt groups needs to be configured in the Cisco UCM.

Configure IP-DECT for Hunt group login/logout

1. Select DECT > Suppl. Serv. Enable the supplementary service "Soft key".

Initiate Hunt group login/logout

1. The user dials the configured feature access code and supplies "0" as the argument
to toggle the login/logout status of the device in the hunt group.
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Cisco shared line - remote resume

Note: This feature requires that a Cisco license has been installed in the IP-DECT device and
that a COP-file has been installed in the CUCM. See “Cisco Licensed Functions®.

Allows the user to "move" a call between two devices that share the same line by putting it
on hold on one device and resuming it on another.

Note. An Ascom IP-DECT handset cannot share line with another Ascom IP-DECT handset

Note. Handset v4.3.12 or later (DH4, DH5), limited functionality with DH3

Configure CUCM for Shared line- remote resume

1. No configuration needed except that Ascom IP-DECT handset needs to share line
with other device (Note that second device cannot be an IP-DECT device)

Configure IP-DECT for Shared line- remote resume

1. Select DECT > Suppl. Serv. Enable the supplementary service "Call Park".
Initiate Shared line- remote resume

1. When there is a call on hold on the shared line used by a DECT handset,
information about this call will be shown in a dialog including a position number (N)
on the handset. The user can resume this call by pressing the "OK" button (only
DH4, DH5), or remove the notification by using the "Cancel" button. This will work
both if the handset is idle or already in a call. In case the call is resumed from
another phone the dialog will be automatically closed. If there are several calls that
can be resumed, they will be shown one at a time. A specific call can also be
resumed by manually dialing the feature access code for Un-park and supplying the
position number (N), e.g. If using DH3 or the dialog was closed.
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Supplementary Services

Call Service URI

Call Service URlI is used to initiate some of the features in the CUCM. The local feature
code is translated to a CUCM default "Service URI" according to the table below. The
CUCM service URIs can be found in the SIP profile used by a SIP phone. Select Device >
Device Settings > SIP Profile.

The table below shows the default settings that must be used for IP-DECT.

Feature Service URI in Feature Feature Default Value

CUCM (Default Number, | Argument,

values) $(1) S#
Abbreviated x-cisco-serviceuri-abbrdial 0 Abbreviated| *70<number>#
Dialing Number
Call Pickup X-cisco-serviceuri-pickup 1 NA *51
Group Call x-cisco-serviceuri-gpickup | 3 Group *73<number>#
Pickup Number
Meet-Me x-cisco-serviceuri-meetme| 4 Conferenc| *74<number>#
Conference €

Number

Call Forward | x-cisco-serviceuri-cfwdall | 5 Forward | *75<number>#
All Number
Call Pickup X-cisco-serviceuri-opickup 2 NA *52
Other Group

All Call Service URI feature codes takes a Feature Number as the first user provided
digit. This number corresponds to which feature to use and is not configurable.

Without Argument

This feature code takes only the Feature Number as the user provided digit, which specifies
which Call Service URI feature to use, see table above.

Default value: *5%(1)
With Argument

This feature code takes in addition to the feature code above, also one feature argument
with an unspecified length

Default value: *7$(1)$#
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Call Park

This feature code takes one feature argument consisting of one digit. In a CUCM system
this argument is not used for anything and can be any digit.

Default value: *16$(1)
The second feature code for Call Park is not used in a CUCM

system. Default value: #16$(1)
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Ascom IP-DECT version 8.0.9 configuration

Ascom IP-DECT Base Station

Configuration Infe Admin NTP  Kerberos Certificates License EULA
General
LAN Version IPBS2[8.0.9], Bootcode[8.0.9], Hardware[IPBS2-A3/1B1]
Serial Number T26104VD6F
1P MAC Address (LAN) 00-01-3s-14-bc-da
LDAP SNTP Server 10.10.10.5
DECT Time 22.04.2016 10:34
VolP Uptime 0d Oh 50m 40s
Unite
Services

General->Info

- General information. Software version etc.

Ascom IP-DECT Base Station

Configuration Info  Admin NTP  HKerberos Certificates License EULA

General
LAN License Key 20316583669122433261711716413
P Serial Mumber  T26104VD6F

License Status  Valid
LDAP ) : .

Options Cisco UCM Extended SIP Line Support
DECT

Cancel

Volp
Unite
Services

General->License.

- Alicense key is required in order to register as “Ascom IP-DECT device”.

Note. A license key is not needed if handsets are registered as a “Third-party SIP
device”.
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General

VolP
Unite

Services

Administration
Users
Device Overview
DECT Sync
Traffic
Gateway
Backup
Update
Diagnostics

Reset

ascom

Ascom IP-DECT Base Station

System  Suppl. Serv.

Master Crypto Master  Mobility Master Radic Radio config PARI  SARI  Air Sync

System Name
Password

Confirm Password
Subscriptions
Authentication Code
Tones

Default Language

Frequency
Enabled Carriers

Local R-Key Handling
Mo Transfer on Hangup
No On-Hold Display
Display Criginal Called
Early Encryption

Coder

Secure RTP Key Exchange

DECT

ssssssee

Wwith System AC ~

1234

SWEDEN -

English -

1920-1930 MHz (North America) -

23 24 25 26 27

Ooo0E®

G711y~ Frame (ms) 20 Exclusive [C] 5C [

No encryption =

DECT->System

Note that the settings shown above apply for a system located in North America.
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Ascom IP-DECT Base Station

Configuration fysiemn  fuppl Sarv.  Masisr Cryplo Masisr  Mobdly Masisr FRadic FRadiooonflp FARI BART Alr Eymo
Ganaral
Mods | At -
LamM
MuFHAs2r
| o
Maser ID [x]
LDAP
DECT Erminke PARI Funiction
ViolP Fagion Code
Uitk P
Earviees e
Prosooal SIFUDE
Ademinlsiration Py omE- cuoTsun L Jakd
Users A Frowg CLCTE- CoTEInE ek
Dsvikos Ovarview
Al Prowy
DECT #yno
AR Prowy
Traifio
Dormain 2k il Hon.mom
Gty
M Iramisl Muminer Lang +
Esciup e
Uipdais miernational SPM Pradfic
Dlsgnostios SagisTraior Wit Systarn Dessywond D
Fesed
Eninloc Dilaling |:|
Enminle Eninloc Sang-kay D
Samd Iinibard DTWF D
Aliow DTMF Theough RTF [l
Shor: Disconmsc: Toms |:|
Tresat rejecha caills & By

‘Configrned Wish Local SiC

SIP Imeroperaoliy SeTings

Feegisration Thme-To-Lkse 350 =]
Hold Signaliing rE e -
Hold Badone Traresier D

Acoept Iniound Calls Mot Fiowsd Wi Home Proxy D

Foaglsar WiHn Muminer
ADR =5 Line Iderhy I:l
MPRL suppor

PSR S

DECT ->Master.
- Disable “Enbloc Dialing”
- Disable “Allow DTMF Through RTP”
- Registration Time-To-Live is kept as default (120s)
- Hold signaling: inactive
- Enable “Register With Number”
- Enable “KPLM support”

Note. The setting “Allow DTMF-through-RTP” should be enabled in VolP
environments where non-KPML-endpoints cannot rely on CUCM to translate between
KPML and RFC2833/4733 DTMF signaling.

Note. Alt Proxy was entered for test purpose in order to verify redundancy. Domain
was entered in order to test SIP-TLS.
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Configuration

General

VolP

Unite

Services
Administration

Users

Device Overview

DECT Sync

Traffic

Gateway

Backup

Update

Diagnostics

Reset

DECT -> Supplementary Services

Enable Supplementary Senices

Call Forwarding Unconditional
Call Forwarding Busy

Call Forwarding Mo Reply
Do Mot Disturb

Call Waiting

Call Completion

Call Park

Interception

Call Senvice URI

Call Senvice URI (Argument)
Soft key

Logout User

Clear Local Setting
MW Mode

MW Notify Mumber
Local Clear of MW
External Idle Display

Activate
*1*5#
BT 5E
*GL*§#
*42#
*43%

5

*164(1)
*23%5#
*55(1)
“T5(1)5%
*8035(1)
#11%5

*00#

Crypto Master

Ascom IP-DECT Base Station

System  Suppl. Serv.  Master Mobility Master

Deactivate
#21#
#67#
#01#
#42%#
#43%
#37#
#164(1)
#23%

User dependent interrogate number

5999

- Make sure Supplementary Services are enabled.
- MWI Mode: User dependent interrogate number. This means that the user's own call
number is used as MWI Interrogate number.

- MWI Notify Number: Enter the number to the Voice Mail.

Configuration
General
LAN
P
LDAP
DECT
VolP
Unite
Services
Administration
Users
Device Overview
DECT Sync
Traffic

Gatawraw

VolP->SIP

Ascom IP-DECT Base Station

SIP

Add Instance ID To The User Registration With The IP-PBX
|IP-PBX Supports Redirection Of Registration When Reagistered To Alternative Proxy [[|sip [ClTsip [ sips

Use Local Contact Port As Source Port For TCP/TLS Connections
Prefer P-Asserted-ldentity As Calling Party Identity

Use SBC for NAT traversal

Mo Server Certificate Subject Check For TLS Connections
Accept Hold Signaling Using Remote Media Address 0.0.0.0

Disable ICE support

Remove SRTP Lifetime in SDP

Session Timer (Initial Value)

Radio config PARI  SARI

Disable

0O OCOOCODoOooooocoOoo

Msip ¥Tsie M sips

sip [ITsip Msips
[Csip Ctsie [l sies
Esie Cltsip ElsiPs
sip [Itsip Clsips
[Csip Ctsie [l sies
Msip MTsip M siPs
Esie Cltsie M siPs
[sec] SIP

ascom

Air Sync

“Use Local Port As Source For TCP/TLS Connections” is required when using TLS

Important. Instance ID can only be used if the Ascom endpoints are added as “Ascom

IP-DECT Device” in the CUCM. If the Ascom device are added as a ”3" Party SIP

device”, Instance ID cannot be used.
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~ y
Ascom IP-DECT Base Station | @ & s - Moila ficfoc [E=REEE
) @ | https//10.71.3.20/GW-DECT/mod_crd_login.xml?cmd=show&tu

Configuration Users  Anonymous Userype
— PARK 3110024340270+ | USerAdminishialors @ User
- PARK Long Name Name User Administrator
P 3rd pty 2110024453 User Administrators: 0
;22‘: I'.(:amer ’ Users Long Mame 7100

show Long Name HName HNo Fty Display | ]

o new 7100 7100 7100 + 7100 Display Name 7100
Unite import 7101 7101 7101 + 7101 | MAme 7100
SITEDD export Users: 2, Reqistrations: 2 Number 7100

Administration Auth. Name (SIP only)
Users Password
Device Overview Confirm Password
DECT Sync IPEI/IPDI 002020904856
Traffic dle Display 7100
Gateway Auth. Code
Backup Feature Status
Update Call Waiting On
(LT 1 [ 0K ] [ Apply ] [ Delete ] [ Unsubs. ] [ Cancel ]
Reset

\

Users - > Users

Note. Password is needed only if the CUCM security profile is set as to use digest
authentication.
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P3 2014-03-12 | SEKMO Merged info from Ascom Configuration Note for CUCM

R3 2014-03-25 | SEKMO Minor corrections after review. Revision 3
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