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Overview

This document provides a reference to Mitel Authorized Solutions Providers for configuring the MiVoice
Office 400 to host the ASCOM IP-DECT. The different devices can be configured in various configurations
depending on your VolP solution. This document covers a basic ASCOM IP-DECT setup as Endpoint with

required options setup.
Interop History
Version Date Reason
1 October, 2023 Interop with MiVoice Office 400 7.1 and ASCOM IP-
DECT (11.9.11)

Interop Status

The Interop of the ASCOM IP-DECT has been given a Certification status. This device will be included in
the SIP CoE Reference Guide. The status of ASCOM IP-DECT achieved is:

The most common certification which means the device/service has been

tested and/or validated by the Mitel SIP CoE team. Product support will

@ COMPATIBLE provide all necessary support related to the interop, but issues unique or
specific to the 3rd party will be referred to the 3rd party as appropriate.
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Software & Hardware Setup
The test setup generated basic SIP calls between the ASCOM IP-DECT and the MiVoice Office 400.

Note: Although this testing was performed on the below tested variants, the scope of this testing can be
extended to other product variants that work with the same firmware. The list of components for which
this testing can be considered applicable is given in the “Additional Applicable Variants” column of the
following table —

Manufacturer Tested Variants Software Additional Applicable Variants
‘ Version

Mitel MiVoice Office 400 7.1(9335a1) NA

Ascom ASCOM IP-DECT IPBS3 11.9.11 NA

Mitel 69XX 6.3.0.1033 68XX

Mitel 69XXw 6.3.2.85 NA

Mitel MiVoice Border Gateway | 11.5.2.31 NA

Mitel Micollab 9.7.1.110-01 NA

Ascom D83 Protector 1.6.3 NA

Tested Features

Listed below is an overview of the features tested during the Interop test cycle and not a detailed view
of the test cases. Please see the SIP Line Side Interoperability Test Plans for detailed test cases.

Feature Feature Description Issues
Registration/Authentication Device registration w/o authentication v
Basic Call Making and receiving a call v
DTMF Signal Sending DTMF after call setup (i.e. mailbox v
password)
Call Hold Putting a call on hold v
Call Transfer Transferring a call to another destination v
Call Forward Forwarding a call to another destination v
DND using FAC Enabling Do Not Disturb m
Conference Conferencing multiple calls together v
Redial Last Number Redial v
TLS/SRTP Basic incoming/outgoing calls. v
MWI Message Waiting Indication m
Conference Conferencing multiple calls together X
G.711/T.38 Fax Fax Messages %X
Call Waiting Call waiting between the calls X
Resiliency The device able to handle Server failure to X
another server
Video Video Capabilities ¥

m - No issues found X - Issues found, cannot recommend using A - Issues found
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Resiliency

The following table lists the scenarios of resilience supported by this device when connected to the
MiVoice Office 400 7.1.

Device Scenario 1 Scenario 2 Scenario 3 Scenario 4
ASCOM IP-DECT  Not Supported Not Supported Not Supported Not Supported
M - No issues found X. Issues found, cannot recommend use A Issues found

Note: Refer to list of device limitations and known issues later in the document for
recommendations.

The various scenarios are described below. The scenario names are a convenience for understanding
this section of the configuration guide.

Scenario 1: Resiliency is achieved by utilizing the ability of DNS servers to provide multiple IP addresses
against a single FQDN. This is generally achieved by using DNS SRV or A records. This scenario requires
nothing from a SIP Endpoint except that it supports standard DNS behavior.

Scenario 2: The device has inherent knowledge of the primary and secondary 3300 ICPs and will switch
between them if a SIP request (REGISTER, INVITE, or SUBSCRIBE) times out. The behavior will be
characterized based on whether the device returns to primary ICP and when this occurs. This scenario
has some dependency on user action to detect a failure, especially if configured with a long registration

expiry time, so the chance of a user experiencing a long delay in making a call goes up.

Scenario 3: The behavior of the device is the same as that of scenario 2, except that the device will
“ping" the currently active server with an OPTIONS request. If the OPTIONS request times out, the
device will switch to the alternate server for all future requests. The intent of this scenario is to provide
much faster failure detection by the device. This will allow devices to failover to their alternate ICP
much more quickly, and much more unnoticeably. (If the device can detect a failure of the primary ICP,
and can failover immediately, the chance that the user even notices a lack of service falls dramatically.)

Scenario 4: The device will support a new SIP header designed specifically for resiliency. The P-
Alternate-Server header must be included in a 200 OK or 301 Moved Permanently response. This

header will include d that designates the potential servers and which server the UA must use.
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Device Limitations

This is a list of problems or not supported features when the Ascom IP-DECT is connected to the MiVoice
Office 400.

Feature Problem Description

Resiliency MiVoice Office 400 does not support third party SIP devices resiliency.

Recommendations: Please contact Mitel support for more information
on this.
Video ASCOM |P-DECT does not support Video calling.

Recommendation: This is a known limitation. ASCOM IP-DECT does not
support Video.

Call Waiting MiVoice Office 400 does not support third party SIP devices Call
Waiting.

Recommendations: Please contact Mitel support for more information
on this.

Conference Conference cannot be initiated from Ascom IP-DECT handset.

Recommendation: This is a known limitation. ASCOM IP-DECT does not
Support Local Conference

Configure the MiVoice Office 400 7.1 for use with Ascom IP-DECT 4



Network Topology

This diagram shows how the testing network is configured for reference.
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Configuration Notes

This section is a description of how the SIP Interop was configured. These notes should give a guideline
as to how a device can be configured in a customer environment and how the ASCOM IP-DECT was
configured in our test environment.

We recommend that the ASCOM IP-DECT is configured in Device Based mode. You will configure the
Device Based mode in the SIP Device Capabilities Form as described in this section.

Disclaimer: Although Mitel has attempted to set up the interop testing facility as closely as
possible to a customer premise environment, implementation setup could be
different onsite. YOU MUST EXERCISE YOUR OWN DUE DILIGENCE IN REVIEWING,
planning, implementing, and testing a customer configuration.

MiVO 400 Configuration Notes
The following steps show how to program a MiVoice Office 400 to connect with the ASCOM IP-DECT.

Network Requirements

e There must be adequate bandwidth to support the voice over IP. As a guide, the
Ethernet bandwidth is approx 85 Kb/s per G.711 voice session and 29 Kb/s per G.729
voice session (assumes 20ms packetization). As an example, for 20 simultaneous SIP
sessions, the Ethernet bandwidth consumption will be approx 1.7 Mb/s for G.711 and
0.6Mb/s. Almost all Enterprise LAN networks can support this level of traffic without
any special engineering. Please refer to the 3300 Engineering guidelines for further
information.

e For high quality voice, the network connectivity must support a voice-quality grade of
service (packet loss <1%, jitter < 30ms, one-way delay < 80ms).

Assumptions for the MiVO 400 Programming
e The SIP signaling connection uses UDP on Port 5060.
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Licensing and Option Selection — SIP Licensing

Ensure that Mitel MiVoice Office 400 is equipped with enough SIP Access Channel licenses for the

connection to SIP Endpoints

MiVoice Office 400 Bl ® | Welcome
System overview 0
‘System information m m
State
P System
Security Equipment ID (EID) A906SAE26830F CABE 320 T0CT53521EB0EDS
i ernel i v Gateway EID
Summary
’ Sales channel GB-Freemarkef
Users
Teminals Communicaton semer Vitual Applance
System Release i
Routing SuppotID 1627974
— Confqured users 19
IP netiork
User licences (used / available / ofal) User: 14/126/140 + IPUser: 0/200/200 + Entry:1/98/100 + Standard: 3.97/100 + Premium: 01004100
Private networking
Hospitalty Subscription
Charges State Mol avaabie
[Phone book -
[Maintenance
Setup wizard Software Assurance [SWA)
SV state Active undl: 1401204
SWA covered users 600
Conkgured users requing SWA 0
Licence (LIC)
Lience fle E26839FCAB E0S7_I71.) : gb_inlefopuinod_3_ 20230906 i m
Licensable features Licence state Additionally available without licence
Software
Sofhware Release pesenl
Information stored in Licence Coda - not neeced if system has intemet access - might difer from Licence Server )
Subserphon nol present
Software Assurance licensed untl 14.01.2024
‘Software Assurance Users 50 L
User Licences
User “
IPUser m
Eniry UCC User 100
Standard UCC User 100
Premlum UCC User 100
Large System enabied M

Figure 2 — Software License
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Creating Users on MiVoice Office 400 for the ASCOM IP-DECT

To assign and register Mitel SIP phones/Analog phones to MiVoice Office 400, make sure you create
Users under Configuration = Users = User list.

Click on New and provide the Call number as shown below in Figure = Click on Apply.
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Scroll down the above page and click on Create and assign terminal as shown below. A pop window will
come to select terminal interface, select Standard SIP from drop down menu.

| Welcome

‘ MiVoice Office 400

0 Mitel

System overview
Configuration
Summary

User list
Permission set
Digit barring
Backup users
Presence profile names
Terminals
System
Routing
Services
IP network
Privale networking
Hospiality
Charges
Phone book
Maintenance
Setup wizard

° T . e

(B EE00

Select

Parmission set

Authorization profile

Route

Allow call forwarding on terminating KT lines

Number of private contacts

Cost centre

Connection

Use for CTI

Re-enable user account for Self Service Portal and BluStar 8000i

Terminals

T (T

Terminal type

] SIP terminal

Terminal profiles

Terminal type D
SIP terminal 1

> Multimedia

> Voice mail

> Call recording

> Call forwarding

> Presence and personal call routing

> Other settings

> Connectad user groups.

> Connected CDEs

1 Go to route

50 B Go to phone baok
Normal
No
Description Port
TAT102
Description

Free seating

x

Used by terminal

v

Figure 4 — Create and Assign Terminals

Enable Force UDP Usage and Provide SIP Username and SIP Password as shown below.

Same Username and Password must be configured in ASCOM IP-DECT for the extension. Click on Apply.
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o Mitel ‘ MiVoice Office 400 S e

System overview ¢y °
e || (I I BCE (@ BOOO
State
Licences Select
Security SPPterminal 200
Configuration
Summary
Settings to terminal interface Standard SIP
Users
User gt Terminal ID ]
Permission set Terminal type: SIP termina
Digit barrin;
e — Desarigtion AT
Backup users
Presence profile names Assigned useripod [X[#]Gotouse
Terminals Force UDP usage
Sla ferminaks
Further setti
Free seating phones i
Backup teminals Hotiine call number
Phone labets Hetine delay 5) o B
SIP registration =
System Multi lines. 1 =
Routing Conference circuit in communication server
— Emergency destinations None
IF network
hert =
P addressing Emergency location nheri
DHCP server Force call waifing 0
VolP Special ringing tone C
Lt PSTH overfion
General
Certiicates Region Hone
P biacklist Connection settings
P whitelist State ¢ Registered
SMTP server
1P adr 192.168.10.202
LOAP server -
Active directory SIP port 16000
Ficture server MEG controller None
Wiel server =
— SIP uger name 2007
CSTAsenvice
MSRP service SIP password 12343 [
eliatn msbumsbing

Figure 5 — Create and Assign Terminals

Enable TLS/SRTP Configuration

Check Under License--> Secure VOIP-->Enable.

) Mitel MiVoice Office 400 _ | Welcome N oo B2

System overview )| [Features

System information Analogue Modem

State I Secure VolP enabled I

Lice! S

= silent Intrusion enabled

Security
Configuration Resources

Summary G.729 Godecs

Users VolP Ghannels for Standard Media Switch 100 2in VoIP mode G.711 or Secure G.711
Terminals

System Network

Routing Lync Option for SIP Access Channels

Services B-Channels on PRI Cards 10 for each PRI port

IP network SIP Access Channels 31 21 due to UCC User licences

Private networking
Hospitality Private Networking

Charges QSIG Networking Channels
Phone book

Maintenance

Applications

N Advanced Messaging
Setup wizard
CTI First Party via LAN
Dialers

Hospitality Manager

Hospitality PMS Interface

Figure 6 — SRTP License
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For User, SIP Terminal-->Transport Protocol-->persistent TLS and Enable Use SAVP for SRTP

System overview o
= == BO0
State
Licences Select
— SIP terminal, 2008 - TA7102A
Configuration
Summary
Settings to terminal interface Standard SIP
Users
User list Terminal 1D 15
Permission set Terminal type SIP terminal
Digit barrin, =
& 5 Description TA
Backup users
Presence profile names Assigned user/poal % | + | Goto user
Terminals Force UDP usage (]
Standard terminals
. Further settings
Free seating phones
Backup terminals Hotline call number
Phone labels Hatline delay (s) 0o H
SIP registration
oo . Multi lines 1 =5
=ystem
Routing Conference circuit In communication server
Services Emergency destinations None
IP network
Emergency location Inherit ( = )
Private networking
Hospitality Force call waiting (m]
Charges Special ringing tone ]
Phone book PSTN overflow
Maintenance
Region None
Setup wizard o

MiVoice Office 400

System overview )

System information m m ‘: D D

State
Licences Select
Security n SIP terminal, 2008 - TAT102A ﬂ
Configuration
Summary i v
Users IMBG controller None
User list
SIP user name 2008

Permission set
Digit barring SIP password 12345678 sl
Backup users

MBG SIP user name
Presence profile names

Terminals MBG SIF password
Standard terminals Used transport protocol
Free seating phones Enable keep alive (m]
Backup terminals
e Send redirecting information Yes, using 'Diversion header (non-recursing)’ Ia=d
SIP registration Relay RTP data via communication server (indirect switching) O
System Fax device No fax device
Routing Bandwidth area Default Area
Services
IP network Instant messages supported (MSRP) O
Private networking Terminal supports session replacement
Hospitality Active line supervision (using session refresh) (]
Charges Calling party info E 164 compliant O
Phone book
Maintenance i ithout subscription [
Setup wizard Use SAVP for SRTP

Figure 7 — User Configuration
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System-->Media Resources-->Secure G711/G729

(] Mltel | MiVioice Office 400
System overview oy -

= Redoad
System informason m _

State
Licencas Media resources
Security Stae & Cperational
—
~enfiguration I ValP maoda Socure 5,711 "e'_'r_ I
Summany
i Auaisie ValPiasdi shannels 20
Usars
Antive ValPiaudis channsls 0
S —— thve WolPIBugio shanne
Standard lemnals Madia resourees | DSP related licensed features
Free seatag phones - -
. Moniis or Extemal Fhone Sxtensons
Backup fesminals
g d & Blay
Phone labelks Augie Recerd & Play Channsts

EIP registration

Analogue Moderm
VEIP Channals for Standasd Madia Swissh

Securs ValP

Figure 8 — Media Resources

IP Network-->IP Security-->General-->Enable VOIP Encryption

C Mltel | MiVoice Office 400

[Fystem overview

Eh °

Syatem informasion

Etaie

Licences s

Security TLS keep alve
“enfiguration YolP eneryption

Summary

L ValP anceygtion (SRTF)

Usars —

Temninals Da5 protection
System Suspicious IF Elacking time (min) E =
Routing o
- Wax S1F suthentecation faiurss =
Services

e Max S transsctions par [P address 200 =
P addressing Matel SIP

CHCP sarvar

Uise LLOF for Misel SIF phones ]

Ce =

Dlacklisy

Figure 9 — Enable VOIP Encryption
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Ascom IP-DECT Base Station Configuration Notes

The configuration notes below cover basic necessary settings to log in to an Ascom IP-DECT base station
and MiVB. For additional configuration of Ascom IP-DECT base station functionality refer to “Installation
& Operation Manual Ascom IP-DECT guide”.

Accessing Ascom IP-DECT Base Station WEB GUI

First connect the base station to a private network via standard ethernet cable and next use the IP
search function on the handset to determine the IP address of the base station.

Default Ascom IP: 192.168.0.1

Ascom IP-DECT base station is configured with the following settings in test environment.
IP Address: 192.168.10.20

Username: Default username and password

Open a supported web browser and direct it to the IP address of the IP-DECT base station. For example,
enter the following URL: http://192.168.10.20.

The browser prompts for authentication:

A Notsecure | kitps)//192.168.10.20

ascom
|IP-DECT Base Station

Select login| System Administration v

‘admin ‘

erreee ‘

Login

Figure 10 — Login Page

The browser displays the welcome page of the IP-DECT general interface. It lists the base station
information.
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Configuration
General
LAN
IP4
IP6
LDAP
DECT
Unite
Services

Advanced

IP-DECT Base Station

Info  Admin

Version

Serial Number

MAC Address (LAN)
DRAM

FLASH

Coder

SNTP Server

Time

Uptime

NTP

Kerberos Certificates License EULA
IPBS3[11.9.11], Bootcode[11.9.11], Hardware[IPBS3-A3/2A]
T26107SHMY

00-01-3e-2e-3a-d2

512 MB

32 MB

8 Channels of G.711,G.729,G.722 2

14.139.60.107

09.10.2023 06:03

2d 21h 57m 38s

Figure 11 — Ascom IP-DECT base station information

Configure Ascom IP-DECT System Parameters

From the General interface, perform the following configuration.

Click on DECT tab and configure the system as per the screen shot below.

IP-DECT Base Station

Administration
Users
Device Overview
DECT Sync
Traffic
Gateway
Backup
Update
Diagnostics
Reset

Enabled Carriers

Local R-Key Handling
Mo Transfer on Hangup
Mo On-Hold Display
Display Original Called
Early Encryption

RFP Location

Unite Data Channel
Disable ICE

Coder

Secure RTP Key Exchange
Unencrypted SRTCP

Cancel

OK

Configuration System  Suppl. Serv. Master Crypto Master Mobility Master Radio Radio config PARI SARI
General
LAN System Mame |DECT |
IP4 Password PTTTTTe |
P& Confirm Password sanesasn |
LDAP Subscriptions [ith System AC v |
DECT Authentication Code (9999 |
Unite Tonas us v
Services Default Language
Advanced Frequency [ 1920-1930 MHz (North America) V]

23 24 25 26 27

00000 AQA @

G722.2/G7T11u v | Frame (ms) |20 Exclusive [ SC [J

Mo encryption v

O

Air Sync

Figure 12 — System Tab

Note - DECT frequency setting is used “North America” in the test environment as a part of this Interop
testing and that settings must be adjusted to the region where the system is deployed.

Next enable Supplementary Services

Configure the MiVoice Office 400 7.1 for use with Ascom IP-DECT
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Configuration
General
LAN
P4
IP6
LDAP
DECT
Unite
Services
Advanced
Administration
Users
Device Overview
DECT Sync
Traffic
Gateway
Backup
Update
Diagnostics
Reset

IP-DECT Base Station ascom
System  Suppl.Serv. Master Crypto Master Mobility Master Radio Radioconfig PARI SARI  Air Sync Logout
Enable Supplementary Services

Activate Deactivate Disable
Call Forwarding Unconditional | *21*$# #21# m]
Call Forwarding Busy *6T*GH #67# m]
Call Forwarding No Reply *61*$# #61# m]
Do Not Disturb *424 #42# m]
Call Waiting
Call Completion
Call Park
Interception
Call Service URI
Call Service URI (Argument)
Soft key .
Logout User #11%8%# m]
Clear Local Setting *00# ]
MWI Mode User dependent interrogate number v
MWI Notify Number 899
Local Clear of MWI
External Idle Display [m]
[ ok || cancel

Figure 13 — Supplementary Services Tab
Note: FAC codes should not be overlapping with Mivo400 Server FAC. Dect always takes FAC configured
in DECT Configuration as Consideration
Configure PARI

Itis only necessary to change the PARI if there are other IP-DECT systems within radio coverage using
the same System id. See Figure 14

IP-DECT Base Station ascom
Configuration System  Suppl. Serv. Master Crypto Master Mobility Master Radio Radio config PARI SARI  Air Sync Logout
General
LA: SystemID 28
P4 | ok || Cancel
IP6
LDAP
DECT
Figure 14 - Configure PARI
Configure SARI

Click on the SARI tab. The SARI is an Ascom provided activation code which is needed for the system to
function. Contact Ascom to obtain a SARI. Enter the SARI value (note the actual value has been hidden
on the screen shown below for security reasons). Click the OK button to continue.

Configuration System  Suppl. Serv.  Master Crypto Master Mobility Master Radio Radio confiy PARI =~ SARI  Air Sync

General
LAN

P o
LDAP

DECT

VolP

Unite

SARI

Services

Figure 15 — Configure PARI
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Configure Air Sync

At least one Radio must be in Sync Master mode, additional Radios can also be in Sync Master mode for
backup reasons. Avoid configuring the Pari Master as Sync Master.

Click on the Air Sync tab and select Master from the Sync Mode dropdown box. Click the Resynchronize
on command radio button. Click the OK button to continue. See Figure 16

Configuration
General
LAN
IP
LDAP
DECT
VolP
Unite

Services

Administration

Users

System  Suppl. Serv. Master Crypto Master Mobility Master Radio Radio config PARlI  SARI | Air Sync

Sync Mode Master ¥

Reference RFFI

Alternative reference RFPI

Sync Region 0

Action at reference sync failure * Resynchronize on command

Resynchronize every day at |00:00 v

Resynchronize every | Sunday v at|00:00 v

OK Cancel

Figure 16 — Configure Air Sync

Go to Master tab = Select transport protocol to SIP/UDP and then provide the MiVB IP/FQDN as Proxy

- Click on OK.



Configuration System  Suppl. Serv. Crypto Master  Mobility Master Radio  Radio config PARI  SARI  Air Sync
General
LAN Mode | Active v |
1P4 Multi-Master
IP6 Master ID ‘C
LDAP Enable PARI Function
Region Code
Unite P-PEX
Services
[ — Pratocol ._ SIP/UDP |
Proxy 192.168.10.151
Administration .
Usors Alt. Proxy
Device Overview All- Proxy
DECT Sync Alt. Proxy
Traffic Domain |
Gateway Max. Internal Mumber Length —|
Backup International CPN Prefix [
Update Reagistration with system password [
Diagnostics Enbloc Dialing
Reset Enable Enbloc Send-Key O
Send Inband DTMF U
Allow DTMF Through RTP
Short Disconnect Tone O
Treat rejected calls as | Busy v
Configured With Local GK
SIF Interoperability Settings
Registration Time-To-Live F' [sec]
Subseription Time-To-Live 3600 [sec]
STUN server
Hold Signalling inactive v
Hold Before Transfer (W]
Accept Inbound Calls Not Routed Via Home Proxy [
Register With Numbser
AOR as Line Identity O
KPML support O
Registration For Anonymous Devices
Reagistration Mame / Number |
Deactivate Master If Mo Connection [
Conferencing Unit
Conferencing Unit Number
Mobility Master
MName | |
Password | |
IP Address | |
Alt. IP Address | |
Status
OK Cancel |
Figure 17 — Master Tab
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Adding Ascom D83 Handsets

Click on Users and add the Ascom D83 handsets by clicking on New.

IP-DECT Base Station

Configuration Users Anonymous
General
LAN PARK -

PARK 3rd L

1P4 Auth Codepty 999¢
s Master Id I
LDAP [
DECT F—
Unite import
Services export
Advanced

Administration
(Geers )
Device Overview
DECT Sync
Traffic
Gateway

Backup
Update
Diagnostics

Reset

Figure 18— Adding Users
Enter the user necessary details and IPEI of the D83 handsets. The IPEl is printed on a label located

under the handset batteries.
Click OK.
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& Edit User — Moalla Firefox . O o
1'-.:? E'g hitps:/f192.168.10.20/session/GW-DECT /mod_omnd_loginxml?cmnd = shows e —
User type

User
User Administrator
Long Name |da3 2010
Display Mame |da3 2010
Name |z010
Number |2010
Auth. Mame |2010 (SIF only)
Password |---uu--.
Confirm Passwond |-trrc-rt
IFEI f IPDI 131600519687
Idle Display |2tl:ll}
Auth. Code |
Feature Status
oK Apply ] | Delete Unsubs. ] | Logout _ Cancel ]
Figure 19 — Users Details
Check the status of registration for the users and D83 handsets on the IP-DECT base station.
IP-DECT Base Station
Configuration Users Anonymous
) User Administrators
:‘:4" z::: 3rd pty Long Name Name
— Auth Code 9999 User Administrators: 0
T Master Id (1] Users
DECT | show Long Name Name No Fty Display IPEI / IPDI AC  Prod SW EE Registration
Unite .new 51582 Ascom2009 2009 cfnr:2006 Ascom2009 131600535158 9999 d83-Protector 1.6.3 192.168.10.151
S::vims ::}:Dz: d83 2010 2010 2010 + 2010 131600519687 d83-Protecter 1.6.3 192.168.10.151
[y —— b Users: 2, Registrations: 2
Administration
Users
Device Overview
DECT Sync
Traffic
Gateway
Backup
Update
Diagnostics
Reset
Figure 20 — Registration Status
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Advanced Configuration

Configuration
General
LAN
P4
IP6
LDAP
DECT
Unite
Services
Advanced

Administration
Users
Device Overview
DECT Sync
Traffic
Gateway
Backup
Update
Diagnostics

Reset

IP-DECT Base Station

SIP | Certificates SIP Responses

Add Instance ID To The User Registration With The IP-PBX

CIsIip (JTSIP [JSIPS

IP-PBX Supports Redirection Of Registration When Registered To Alternative Proxy [ SIP [ TSIP [ SIPS

Use Local Contact Port As Source Port For TCP/TLS Connections
Prefer P-Asserted-ldentity As Calling Party Identity

Do Not Send Identity Header

Use SBC for NAT traversal

No Server Certificate Subject Check For TLS Connections
No Server Certificate Trust Check For TLS Connections
Accept Hold Signaling Using Remote Media Address 0.0.0.0
Remove SRTP Lifetime in SDP

Allow Multiple Codecs in Answer SDP

Send Early Progress Response

lgnore Retry-After in Registration Responses

Use STUN for NAT Traversal with TCP/TLS

No Validation of Request URI

Note: All settings require reset

OK | cancel |

siP @TsIP @ sIPS
SIP @TsSIP [E@SIPS
Osip OTsIP (JSIPS
Csip [ TsIP [IsSIPS
SIP [ TSIP @ SIPS
SIP [/ TSIP [JSIPS
siP @TsIP M@ sSIPS
Csip [ TsIP @sSIPS
siP @ TSP M@ SIPS
CIsip CJTsIP [CJsIPS
CIsip CJTsIP [ sSIPS
sIP [ TsIP [JSIPS
sIP @ TSIP MSIPS

Figure 21 — Advanced Configuration

Note: Enabling “No Validation of Request URI” was required in the test environment. Normally, this is
not a recommended setting.

TLS Configuration

General = Certificates = upload Mivo400 Server Certificate

IP-DECT Base Station ascom
Configuration Info Admin NTP Kerberos Cerfificates License EULA Logout

General

LAN Trust List

P4 Subject Issuer Not Before Not After  Download

16 [0 Mitel-192.168.10.151-2141727245 Mitel-192.168.10.151-2141727245 23.08.2023 22.08.2024 PEM DER

LDAP Remove Clear

DECT Download All

Unite Password sessssss |Fi|e Browse... No file selected.

Services

Advanced Upload

Administration Device Certificate

Users Subject Issuer Not before Notafter —Download

Device Overview [J 00013e2e3ad2 00013e2e3ad? 01.012000 31.122049 PEM DER

DECTISVIC Trust Renew

UL Create New

Gateway

Backup Password |eesesses File| Browse... | No file selected.

e ["Upload |

Diagnostics

Reset

Figure 22 - Certificate Configuration
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DECT - Dect System Configuration

Administration
Users
Device Overview
DECT Sync
Traffic
Gateway
Backup
Update
Diagnostics
Reset

Enabled Carriers

Local R-Key Handling
No Transfer on Hangup
No On-Hold Display
Display Original Called
Early Encryption

RFP Location

Unite Data Channel
Disable ICE

Coder

Secure RTP Key Exchange
Secure RTP Cipher
Unencrypted SRTCP

| oK | | Cancel

IP-DECT Base Station ascom
Configuration System Suppl. Serv. Master Crypto Master Mobility Master Radio Radio config PARI SARI AirSync Logout
General
LAN System Name ‘DECT
P4 Password ‘ Iy
IP6 Confirm Password ‘--v ooe
LDAP Subscriptions | With System AC v
DECT Authentication Code ‘9999
i Tones [ us v
Senvice Default Language |English v
Advanced
Frequency | 1920-1930 MHz (North America) v |

23 24 25 26 27

ao0o0oooas ™

| G722.2/G711A v |Frame (ms) 20 Exdclusive [] SC []
| SDES v

| AES128/80 v

(]

Figure 23 — Certificate Configuration

Note — Mivo400 does not support Secure RTP Cipher set to AES 128/32.

Go to Master tab = Select transport protocol to SIP/TLS and then provide the MiVB IP/FQDN as Proxy
- Click on OK
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IP-DECT Base Station

Configuration System  Suppl. Serv. B Crypto Master  Mobility Master Radio Radioconfig PARI SARI  Air Sync
General Mode 17,‘@\/97 v
LA Multi-Master
P4
P& Master ID o
LDAP Enable PARI Function
DECT Region Code \
Unite IP-PBX
Services Protocol SIP/TLS v |
Advanced Proxy 192.168.10.73 |
Administration Alt. Proxy ‘
Users Alt. Proxy |
Device Overview Alt. Proxy ‘
DECT Sync .
Traffic Domain
Gateway Max. Internal Number Length |
Backup International CPN Prefix \
Update Registration with system password [}
Diagnostics Enbloc Dialing
Reset Enable Enbloc Send-Key O
Send Inband DTMF (.
Allow DTMF Through RTP
Short Disconnect Tone O
Treat rejected calls as Busy N
Configured With Local GK
SIP Interoperability Settings
Registration Time-To-Live [300 [sec]
Subscription Time-To-Live |360d [sec]
STUN server |
Hold Signalling | nactive v
Hold Before Transfer B8
Accept Inbound Calls Not Routed Via Home Proxy  [J
Register With Number
AOR as Line Identity O

Figure 24 — Master Tab

Note: Subscription TTL: Factory default is 3600. This is recommended to avoid using unnecessary short

keep alive.

Configure the MiVoice Office 400 7.1 for use with Ascom IP-DECT

22



MiVoice Border Gateway Setup Notes (for TW)

The following steps show how to program the MiVoice Border Gateway (MBG) server to allow
connections between the Ascom IPBS3 and the MiVoice Office 400 for teleworking.

Network Requirements

Please refer to the Multi-Protocol Border Gateway Engineering guidelines for further information.

Assumptions for MBG Configuration

MiVO 400 configuration completed as per instructions in previous section.
The SIP signaling connection between the MiVO 400 and MBG server uses UDP on Port 5060.
MBG server installed and configured for SIP clients’ support.

Adding ICP for MiVoice Office 400

Select MiVoice Border Gateway = Network = ICPs and click + (Add an ICP) and enter ICP information
(name, IP address, type) and select Save.

00 Mitel | Mitel Standard Linux admin@mbg.sipcoe.com  Status: [CHUCH
[Applications = - - - -
M| System ~ Teleworking = SIPtrunking ~  Remote proxy ~ all recording = Troubleshooting =
ServiceLink
lades
Status "
Page updated Mon Dec 27 2021 1924 27 GMT+0530 (india Standard Tima]
Sept 21,2021, 410 pm Note: Remote proxy is now found in the main MBG men instead of the server manager menu on the left
The following is a form for modifying an icp entry. Yo may edt this information a3 you wish, and click on the “Save" button below when you are done
Manage ICP
Neme: MIVO400_151 ] Hostname or IP address 192.168.10.151
Type MiVoice Ofice 400 = MiNet installer password
SIP capabilies  (UDP > Indirect call recording capable
Link to this icP? () Enable
XML listen port Iull\ s?
XML destination port 443 TLs?
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Adding SIP devices

Navigate to MiVoice Border Gateway = Teleworking = SIP —=>Click + (Add) a SIP Device as shown below.
In the opened form, enter the data to create the new SIP device in MBG.

Enter all the required information. Set side credentials must match username and password provisioned
on the phone. ICP side credentials must match Login PIN/password and Number provisioned on the
MiVO 400. Click Save when you are done.

00 Mitel
AEEIkalmns

ServiceLink
Blades

Sept. 21,2021, 4

. Manage SIP profile

Mitel Standard Linux

Page updaled: Mon Dec 27 2021 192750 GMT+0530 (india Standard Time)

10pm Note: Remote proxy is now found in e main MBG menu instead of he server manager menu on the Jef

admin@mbg sipcoecom  Statut

Profie [ Connection
Enabled l Configured ICp | MIVO400_151 v I
Description | 2000 Availabiity  [Everwhere v
K
Usemname 2000 Usemame 2000
Password Changa passward Password Change password
Confim Confirm
Protocal hiecia
PRACK support | USe glodal seftng v | Local streaming between device calls | USe 01003l safting v
Options keepalives Use global sefting v Codec support Use global setting v
Miscellaneous Heartieat interval .
Challenge methods  USe primary sefting Oveide
Enable
Set-side RTP security - - ICP-side RTP security
Inbound [Use global seftng v | Inbound [ Use globsl sedting v
Outbound (Use global settng v Outbound [ Use global setting v
Preferred cipher Use global setting ~ Preferred cipher Use global seiting v

Figure 26 — SIP Device
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Mitel Standard Linux

lapplications _ . _

[serviceLink

XY IS Now found in the main MBG menu instead of he Server manager menu on the lef.

Below is  ls1 Of devicas fo¢ this MBG server

Note: To configure SIP profiles by uploading & C:

(. Seta per page.

D

Status

B
SIP profile information
+
Enabled Set.side usemame ICP.side usemame. Availability Configured ICP. Description Local streaming between devices
Vi 1003 1003 Use global set ]
v 043 1043 Everywhers TW_SIP Use global set
iscellaneous
and icensing =
v 4000 4000 Everywhere ™ Use global setting ]
v 200 2001 Everywhere 2001 Use global sefting ]
5 2u 2214 Everywhera ™ Use global seting 8
v 2001 2000 2000 Use glabal setting L]
400 4001 Everyunere ™ Use globa L]

Figure 27 — SIP Device Details
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